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Administrator guide to using ZuluDesk MDM for managing iPads




Overview

ZuluDesk is a 100% education focused product. They make classroom
management for teachers easier by giving them the power to control what
their students are doing during their class. ZuluDesk improves classroom
efficiency and has proven to increase learning potential.

Key Features

Cloud Based Console

Connect to the ZuluDesk Management Console is cloud based, which
means it is up and running without needing to make complex configuration
changes to your network. It is also accessible to administrators from any
location, giving flexibility to working environments.

Same day support for new iOS releases

ZuluDesk is updated on the day of release of new iOS releases, meaning
you don’t have to wait for updates to continue using the management
console if your users update.

App Delivery
Push Apps and manage app inventory through easy controls and
integration with the Volume Purchasing Program (VPP).

Class Control

Enables Apple Classroom for use in managing and controlling iPads in the
classroom.

Lightspeed MDM | Administrator guide to using ZuluDesk MDM for managing iPads | May 2017




Log in to the Management Console

The ZuluDesk Management Console website (located at https://zuludesk.com/manage/) allows you to enrol devices, apply policies, create groups and

control devices, including pushing Apps to devices and groups of devices.

@ zuludesk.com

i

\&,
(l%/wé ZULUDESK

Manage your institution's
» devices, apps, and accounts

E-mail address

@ Keep me logged in for 2 weeks

Don't want to fill rd? Send me a
jic login lin

Forgot a set my password

In a web browser (such as Safari, Google Chrome or Internet Explorer),
go to the ZuluDesk Management Console website at https://
zuludesk.com/manage/ Enter the provided credentials and click the
Arrow button. You can choose to tick the Keep me logged in for 2 weeks
button if you are using your own computer that isn’t shared.
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7 Grangeburn Office & IT (VIC) ~ Paul M . EE L
\1,( [@ Grangeburn Office vIQ) ‘ aul Mammone =
.77, zULUDEesK
A
@  Dashboard Dashboard ZuluDesk / Dashboard

® Overview
Updates
* 20-04-2017: Version 4.23: added Smart Groups

27-02-2017: Version 4.20: added support for multiple DEP / Apple School Manager accounts
27-01-2017: Version 4.18: new parent webapp

Synchronization status

) VPP: Scheduled, will run soon
Synchronize Now DEP: 0 devices found

3 5 4
MANAGED DEVICES USERS
'S 0 open/ 0 closed a 30
INCIDENTS RECURRING LICENSES

This is the dashboard of the ZuluDesk Management Console. Here you
can see a brief overview of Users, Devices, Incidents, Apps, and links on
the sidebar to management options.
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Create a new user group, add users and assign them to a device

In a BYOD or mixed BYOD/School owned device environment, managing iPads in ZuluDesk revolves around the user that is assigned to the device.
This guide will show you how to create a user group, add users to it and then assign the user to a device manually. If you are enrolling a large number

eoe < [im] & zuludesk.com ¢ h a ﬁ 000 < im] & zuludesk.com [ th

\(,"’ [ Grangeburn Office & IT (VIC) ~ 1 Paul Mammone ~ =S

Z

=2, zZULUDESK Add grou
%\? group
)

Group Name

Groups ZuluDesk / Users & Groups / Groups

Description Users in this group belong to the class 34M

& Users &Groups Filter
roups
® Groups None selected, select some items to perform bulk actions cancel | [PRE]
. [—— Search:
Group Name 4 Dpescription Members

L seM . 0 s x

L s6m . 1 s x

1 seM . 3 s x

L sovsucens . 1 s x
Click on the Users & Groups icon on the sidebar, then click on the Give the group a name, and a description of the users in the group, then
Groups link from the menu that appears below. Click the +Add Group click the Add button.

button on the right hand side of the Groups screen
In this example, we are using the class 34M as the group.
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Create a new user group, add users and assign them to a device

e0e0® < [am] zuludesk.com & th =Bl | o0 e < Em] zuludesk.com i) =Y
s = ol =
\Z, = Wz, =
S ~/
-7, zuLUDESK 1.4, zuLUDEeSK
/ 7
d\s >
34M ZuluDesk / Users & Groups / Groups Users ZuluDesk / Users & Groups / User
£ Users & Groups Group created & Users & Groups Filter v
Group created successfully
® Overview
Users +AddUser | R import~ | 1) Export
34M
Groups
& Group details 25 4 records per page Search:
& Members
Full name * Username E-mail Address Managed Apple ID Devices Men
1 Apps
PIM <
N Documents Schoc
Billy Preppy BillyPreppy None 1 Device
%5 Profiles Stude
All stu
Details # Edit | % Migrate to class Stude
Katie Senior KatieSenior None 1
Stude
Details
56M 1
Name 34M B | Paul Mammone e P Teach
o I » ) L 2

You will now see the new group screen, with details such as the name of
the group, the members, apps, documents and profiles assigned to the

group. At this point, there should be nothing allocated to this group.
button to add a new user.
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We now need to add some users to the group. To do this, click the Users
& Groups icon on the sidebar to be taken to the users Overview page.
This shows a list of current users and their details. Click the +Add User



Create a new user group, add users and assign them to a device

< a @ zuludesk.com ] g < [Em} @ zuludesk.com ¢ 0

Add User Add User

Username Username AmandaMiddle

Password Password

E-mail address E-mail address

First Name First Name Amanda

Last Name Last Name Middle

Member of Group Member of Group  [34M | [All Students x|

Cancel Add Cancel Add

Enter a Username for the user. We will use the convention In this example, we have used Amanda Middle as the user. She has
FirsthameLastname for this example, however another good option might been assigned to the group 34M that we have just created, as well as the
be a student ID or Active Directory username. All Students group that has been created previously.

The only fields that need to be filled out on this screen are Username, Having users in multiple groups allows easier management of policies
First Name, Last Name and Member of Group. and apps based on user groups, and allows for bulk or fine grained

control of users.
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Create a new user group, add users and assign them to a device

p<
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zuludesk.com

00O < [om}

11,
7z

M ZULUDEeSsK

gt

Amanda Middle ZuluDesk / Users & Groups / Users / Ama

f  Users & Groups

® Overview Amanda Middle

2 Pprofile
O Devices
i VPP Licenses

A Incidents

Profile

Details
Full Name Amanda Middle
E-mail address
Username AmandaMiddle

Credentials for No
Mail, Contacts,

Calendars
S

You should now be taken to the user details screen. Here you can see a
number of pieces of information relating to the user. At this point there
should be almost no information for this user.
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Create a new user group, add users and assign them to a device

o000 < [am] @ zuludesk.com & i) a
\"'/,2 ] Grangeburn Office & IT (VIC) ~ 1 Paul Mammone ~ =S
.>%, ZULUDESK
%

Groups ZuluDesk / Devices / Groups

O Devices

Filter

Groups + Add Group

None selected, select some items to perform bulk actions

e Groups

25 4 records per page Search:
Group Name *  Description Type Devices Apps Documents Profiles
B sem . Smart 0 0 0 0 7 x
Group
= AlDevices . Smart 3 3 0 1 7 x
Group
- All Student R Smart 2 1 0 0 7 x
Devices Group
- A\IT.eather ) Smart 1 0 0 q 7 | x
Devices Group
- " Smart Group Smart
- x
Billy for only Bill Group 3 ° ° ° 7

We will now create a new Smart Group for the user group created in the

previous steps. This Smart Group will allow us to assign apps to devices,
based on the user that is assigned to the device. Smart Groups can also
be used to assign profiles to devices

Click the Devices icon on the sidebar, then click the Groups
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eo0e < im] & zuludesk.com ] h o

dd device group
Group Name
Description Devices that have users of the 34M group assigned to

them.

Static Group
Manually add o

o Smart Group
Easily b na

Cancel Add

Click the +Add Group button on the right hand side. You should now see
the Add device group screen. Name the group, enter a description, and
then make sure to select Smart Group type, then click the Add button.

In this example, we continue using the 34M group.



Create a new user group, add users and assign them to a device

eoe < [im] zuludesk.com ¢ | a zuludesk.com (¢ | @
A B 3M
W, =
V‘{ ZULUDESK
/{)\\\‘ & Group details
0 Members
34M ZuluDesk / Devices / Groups
O Devices = Apps
B 34M iV Documents
& Profiles
& Group details
® Groups 00 Members Scope
i Documents
croup Do B e vemers
Name 34M 25 4 records per page Search:
Description Devices that have users of the 34M group assigned to them.
"\F’)I/peb Count ZmartGroup Name . Model Owner Status Serial os
E Billy Preppy :::ﬁ (’:/(I(i’-sizr Billy Preppy Untouched DMPT25LZGXQ4 i0S10.3.1
Cellular)
You should now see the Group Details screen. By default, a Smart Group will have no filters applied to it. This means
Click on the Members heading to see the members of this Smart Group. that ALL devices will be in this Smart Group, until you apply a filter.

Lightspeed MDM | Administrator guide to using ZuluDesk MDM for managing iPads | May 2017 9



Create a new user group, add users and assign them to a device

zuludesk.com ¢ th a
Scope
User Member Of : one of the following % 34M x || n
Members
25 4 records per page Search:
Name “ Model Owner Status Serial os
iPad Pro 9.7- Removed on
E Billy Preppy Inch (Wi-Fi / Billy Preppy DMPT25LZGXQ4 {05 10.3.1
save
Cellular)
iPad Pro 9.7- R
E Katie Senior Inch (Wi-Fi / Katie Senior DMPT26A4GXQ4 i0S 10.3.1
save
Cellular)
iPad Pro 9.7- Removed on
E Paul Mammone Inch (Wi-Fi / Paul Mammone . DMPSV5RVGXQ4 i0S10.3.1
Cellular)

Showing 1 to 3 of 3 entries Previous | 1

Click the +Add Filter button, then from the -select a rule- menu, choose
User Member Of, leave the next menu as “one of the following”, then
click inside the Select Some Options field to show a list of user groups.
Select the appropriate group(s). In this example, we have selected the
34M user group.

Once you select the appropriate group, other devices should be
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Create a new user group, add users and assign them to a device

e0e® < [em} @ zuludesk.com ¢ h @ E 00 e® < [em} & zuludesk.com ¢ =
) '/’ ] Grangeburn Office & IT (VIC) ~ 1 Paul Mammone ~ [T
\Z, e =
11> Z ZULUDesK (¢ ol
44'\\" A place a device that is not rolled in the MDM. As soon as the de
omatically applied
Placeholders ZuluDesk / Devices / Placeholders

O Devices Placeholder Identification

Need help?

® How to use Placeholders Device Serial Number

Placeholders + Add Placeholder . -
Set Device Name Do not change

None selected, select some items to perform bulk actions Leave empty to keep the current device name
® Placeholders

25 4 records per page Search: Set Device Groups

4 seri Device Name Owner Member of Set Device Owner Select

Billy Preppy DMPT25LZGXQ4 Billy Preppy Billy Preppy VAR
Cancel Add
Paul Mammone DMPSV5RVGXQ4 Paul Mammone ':Aaa“r‘nmone 7 x
Showing 1 to 2 of 2 entries < Previous 1 Next ¥

We will now assign the user to the device. For ease of enrolment, we will Click the +Add Placeholder button on the right hand side. You should
create a Placeholder device, which will allow us to automatically assign now see the Add Placeholder window. There are a number of fields in
the device to the correct user, as well as the correct Smart Groups, as this screen, all of which we will be filling out. The amount of information
soon as it enrols. you want to enter into this screen is up to you, however in our example
Click the Device icon on the sidebar, then click the Placeholders from the we will use all of the fields.

menu that appears below.
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Create a new user group, add users and assign them to a device

eoe < [im] & zuludesk.com ¢ | a 000 < Em] & zuludesk.com [ A=

10 4 records per page Search:

A

Full Name Username E-mail Address Member Of

Placeholder Identification Amanda Middle
Amanda Middle AmandaMiddle All Students, 34M + Select

Device Serial Number 1 DMPT26A4GXQ4

P1M Students, School Owned Device
Billy Preppy BillyPreppy Students, All Students, P1M and 1 + Select
nore

Set Device Name Amanda Middle
Katie s Katies All Students, 56M Students, BYOD + Select
Leave empty to keep the current device name atle senior atiesenior Students, 56M and 1 more elee
56M Teachers, All Teachers, P1M

+ Select
Teachers, 56M and 1 more elect

. Paul Mammone PaulMammone paulm@grangeburn.com.au
Set Device Groups [3am x|

56M Teachers, All Teachers, P1M

' Thomas Lemmey ThomasLemmey Teachors SEM A 1

+ Select

Set Device Owner Select

Showing 1 to 5 of 5 entries

Cancel Cancel Add

In this example, we are going to add Amanda Middle’s iPad to ZuluDesk Next to the Set Device Owner heading, click the Select button, then find
management. We have entered a hame for the placeholder (we have the user from the list, and click the +Select button next to their name,
used the users name, you can use whatever identifies this iPad to you) then click the Add button on the Add Placeholder screen.

and the device’s serial number. We have also entered a name that we
would like to rename the device to. This only applies to devices
supervised using Configurator. We have also assigned this device to the
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Enrol device to ZuluDesk

Now that we have set up the user, grouping and placeholder, we can continue on to enrol the device into the MDM. There are a number of enrolment
options. For this example, we are using On-device enroliment. This is suitable for single or a small number of user owned devices. For more information

iPad = 11:32 am 97%

< m & zuludesk.com ¢ ﬁ O @

o

< zuludesk.com
Need help?
o How to supervise an device

Enter your Network ID

Enrollment Options

Enroll Device(s) )
+ Apple Configurator 2 (i0S)

+ Apple Configurator 1 (i0S)
= On-device enrollment (iOS & OS X)
To enroll
1. On the device, go to: zuludesk.com/manage/enroll
2. Enter your Network ID: 143589
3. Press 'Enroll'
4. In the Profile window that appears, press 'install’, then 'install' — o

again to confirm

To un-enroll .
-
1. On the device, open 'Settings' —
2. Select 'General' and select 'Profiles’
3. Select 'ZuluDesk Management' S /
4. Click 'Remove', then 'Remove’ again to confirm . . -

+ Send enroll link by e-mail (iOS & OS X)

+ Manually (iOS & OS X)

Under the devices heading in the sidebar, click on Enroll Device(s). On the device, use Safari to navigate to zuludesk.com/manage/enroll
Click on the heading On-device Enrollment (iOS & OSX) You will be asked for you Network ID. This is shown on the ZuluDesk On-
You should see the instructions for enrolling your device. device enrollment screen from the previous step.
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Enrol device to ZuluDesk

We will now use the Teachers sub-group to allow teacher iPads to modify their iPads account settings. This is useful for letting teachers add email and

Settings = 11:37 am 96%
Cancel Install Profile Install < m

& zuludesk.com ¢ ﬁ + @

Amanda Middle

ZuluDesk MDM Profile (version:1) iPad Pro 9.7-Inch (Wi-Fi / Cellular)

ZuluDesk

Signed by *zuludesk.com Enrollment completed
Verified v/

Enrollment of your devices completed successfully. You can safely navigate away from this page..

Description Mobile Device Management Configuration

Contains Mobile Device Management
Certificate

By installing the management profile on your device you acknowledge that you have read and understood the terms of
More Details our Privacy Policy.

You will then be prompted to Install a new profile and trust the MDM
server. If the user has a passcode set on the device, they will need to

enter it in order to trust the server. Continue through the prompts until
you can tap Done.

After tapping Done, you should be taken back to Safari, and shortly

redirected to the Enroliment Completed page. You can now manage the
device from ZuluDesk.
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Enrol a device to ZuluDesk

e0eO < [em]

‘.,1/,

V“{ ZULUDESK
iy

Devices
0O Devices
® Overview Filter
Devices

zuludesk.com

ZuluDesk / Devices

=
9

Enroll Device(s) Placeholder(s)

25 4 records per page Search:
Name *  Model Connected Location Owner Member Of Serial os
iPad Pro
Not ata
Amanda 9.7-Inch 7 minutes Amanda ios
ﬁ Middle (Wi-Fi / ago known Middle 34M DMPT26A4GXQ4 1534
location
Cellular)
All Devices, All
iPad Pro Not ata Student
ﬁ Billy 9.?4\r!ch 19 minutes Known Billy Devices, DMPT25L2GXQ4 S
Preppy (Wi-Fi/ ago Preppy School Owned 10.3.1
location
Cellular) Student
Devices, Billy
iPad Pro
=| " 9 7.4nch 19 Notata paul All Devices, All i

In ZuluDesk, click on Overview under the Devices icon in the sidebar.
You should be able to see the device that has just been enrolled in the
list. If you have a number of devices, you can search based on the

device name to find it.
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Amanda Middle

Amanda Middle

& Device Details

% Updates

% Owner History

@ Profiles

El Managed Apps

E] User Installed Apps
N Documents

® ZuluDesk Teacher
[E VPP Licenses

[2 Activity Log

zuludesk.com

Device Details

Details & refresh

Name

Enroliment
Method

Model

Serial

OS Version

Supervised

Shared iPad
Member of

Current
owner

Charge

Available
space

Notes

Amanda Middle

On-Device

iPad Pro 9.7-Inch (Wi-Fi /
Cellular)

DMPT26A4GXQ4
i0510.3.1

Yes

No

34M

Amanda Middle

o
&

ZuluDesk / Devices / Am

- Edit details

Approximate location

Map Satellite

NEW SOUTH |
WALES

Adelaide
o Cangerra

ACT

VICTOR|
Melbg ne

Geelong

Clicking on the device name brings you to the Device Details screen. If
your screen doesn’t look like the above screenshot, try increasing the
window size, or just scroll down to see further details.
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Adding Apps to iPads using Smart Groups and scopes

To assign Apps in ZuluDesk, we will use the Smart Groups created in previous steps to create scopes that cover appropriate devices.
These steps assume that you have set up a link to your Apple Volume Purchasing Program (VPP) account already. For information on how to set up

00 < [em] zuludesk.com @ ™ 3 |
2 =
Yz =
-, zuLUDesK
gk

Apps ZuluDesk
Filter v

Apps + Add App ~

25 4 records per page Search:
Name “  Source Platform Vendor Install Type Scope Installed
VPP
M " .
S @Mirror . Evolutive Apps Auto. install 2 50%
ios N
S.L devices
Adobe
Acrobat
Reader: VPP
| Annotate, . Auto. install 3 67%
Scan, & Send i0s Adobe devices
PDFs

Click the Apps icon in the sidebar. You should see a list of Apps from
your VPP account. Click on an App. In this example, we will use Adobe

Acrobat Reader.
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Do not backup data generated by this app when the device is synced

Apply Managed Configuration

ZuluDesk Teacher Show this app in ZuluDesk Teacher
O Visible for all Teacher groups
Only visible for the following Teacher groups:

Status C'Clear errors on devices an retry installation

Scope School Owned Student Devices (1)

Save Cancel

Devices in scope

25 4 records per page Search:
Name *  Model Status Status Installed Version Serialnumber
iPad Pro
Billy 9.7-Inch Installed @
E Preppy (WieFi / Untouched (managed) 17.03.28 DMPT25LZGXQ4
Cellular)

Showing 1 to 1 of 1 entries

Scroll to the bottom of the Details screen. All options in this screen can
be left as default except the scope. It is very important to note that
installation type should NOT be changed from Automatically install/

remove.
The above screenshot shows that there is already a scope applied to this

App. In this example, we need to add a further scope.
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Adding Apps to iPads using Smart Groups and scopes

® 0 <] [em]

ZuluDesk Teacher

Status

Scope

m cancel

Devices in scope

Showing 1 to 1 of 1 entries

zuludesk.com ] th 3

Do not backup data generated by this app when the device is synced

Apply Managed Configuration

Show this app in ZuluDesk Teacher
o Visible for all Teacher groups

Only visible for the following Teacher groups:

C Clear errors on devices an retry installation

School Owned Student Devices (1) %
56M (0)

All Devices (2)

All Student Devices (1)

All Teacher Devices (1)

Billy (2)
BYOD Student Devices (0)
P1M (0)
25 4 records per page Search:
Name *  Model Status Status Installed Version Serialnumber
iPad Pro
Billy 9.7-Inch Installed
®
E Preppy (WiLFi 7 Untouched (managed) 17.03.28 DMPT25LZGXQ4
Cellular)

Click in an empty space in the Scope field, then select the appropriate
group from the drop down menu. In this example, we are using 34M.
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E Cancel

Devices in scope

25 4 records per page

Name *  Model

iPad Pro

E Amanda 9.7-Inch
Middle (Wi-Fi /

Cellular)

iPad Pro

E Billy 9.7-Inch
Preppy (Wi-Fi /

Cellular)

Showing 1 to 2 of 2 entries

Status

Scope

zuludesk.com

C' Clear errors on devices an retry installation

¢

School Owned Student Devices (1) % || 34M (1) %

Status

Added on
save

Untouched

Status

Pending

Installed
(managed)

Search:

Installed Version

17.03.28

Serialnumber

DMPT26A4GXQ4 &

DMPT25L2GXQ4 ©

You should now see that the device we have just enrolled should have
two Status fields, the first being Added on save, and the second Pending.
Any other devices should have Untouched in the first Status field. If they
have anything else, they will be part of a different scope that you have
modified. Pay attention to not remove scopes that are still required.

Click the Save button to assign the App to the scoped devices.
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Adding Apps to iPads using Smart Groups and scopes

® e <| im] = zuludesk.com [ A=
Status C Clear errors on devices an retry installation
Scope 34M (1) % | [ School Owned Student Devices (1) %
m Cancel
Devices in scope
25 4 records per page Search:
Name *  Model Status Status Installed Version Serialnumber
iPad Pro
Amanda 9.7-Inch
i - 4
E Middle Wi-Fi/ Untouched = Pending DMPT26A4GXQ4
Cellular)
iPad Pro
Billy 9.7-Inch Installed
®
E Preppy (Wi-Fi / Untouched (managed) 17.03.28 DMPT25LZGXQ4
Cellular)
Showing 1 to 2 of 2 entries Previous 1

The app should now start to install on the scoped devices. This will take
some time, depending on a number of factors, such as internet speed,
internet and network load, caching status, and the size of the App itself.
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